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AND SO CAN YOU  

Luka Treiber, Senior Security Analyst, ACROS Security & 0patch team member  
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Goal :  
Decoupling Security Patches From  
(Mostly Functional) Updates  
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Platform for: 

- Out-of-band patching 

- Instantly distributing 

- Applying and removing tiny security patches  in  

the same way for all applications.  

- Without disturbing users or admins. 

REINVENTING SOFTWARE PATCHING 
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HOW IT WORKS 

- Patches applied in memory  
-  Patch consists of a few bytes  of code (easy verification) 

- Patches can be hot -applied/removed, instantly  
- Patches remotely  applied and removed 

- Automatic downloading, applying 

- Official vendor  patches 

- Unofficial  patches 
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Micropatching : Before  
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Some instructions 



Micropatching: After  
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CVE- 2017- 11882 Microsoft Equation Editor RCE  

- present across all versions  

of Micrsoft Office 

- supports styled equations 

- last updated in yr 2000! 

- compatibility mode 

- Vuln report by Embedi team  

(https://embedi.com/blog/skeleton- 

closet-ms-office-vulnerability-you- 

didnt-know-about/) 

@0PATCH 
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